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Abstract

Satellite navigation signals are very weak after travelling from the satellite transmitter to the
user receiver antenna on the Earth and are extremely vulnerable to unintentional and inten-
tional, malicious interference. A serious concern nowadays is the increase in the amount of
jammer devices as well as the emergence of spoofing events, due to the severe threat they
pose to many applications relying on satellite positioning. This project analyses the effects of
intentional interference on satellite based positioning and investigates methods for interference
detection and mitigation. The project also aims to develop advanced signal acquisition and
tracking techniques as well as reliability enhancement algorithms suitable for situations when
interfering signals are present.

1. Introduction

Reliable navigation and positioning as well as robust timing reference from Global Navigation
Satellite Systems (GNSS) are becoming imperative in more and more applications for safety-
critical purposes, public services and consumer products. GNSS, such as the American Global
Positioning System (GPS), the Russian GLONASS, the Chinese BeiDou and the European Galileo,
are particularly prone to unintended and malicious interference due to the extremely low power
level of the signal at the user receiver after travelling from the satellite transmitter to the user
receiver antenna on the Earth.

A serious concern nowadays that has gained a lot of attention is the increase in the amount of
illegal jammer devices on the civilian field due to the brutal threat they pose to many applica-
tions fully relying on satellite positioning. Jammers may cause severe damage if their signals are
not properly detected and the effects mitigated in user receivers as perceived e.g. at Newark
airport in United States in 2009 (The Economist, 2011) and (Pullen & Gao, 2012). A continuously
growing concern is the more sophisticated form of intentional interference, spoofing. The goal of
spoofing is to provide the receiver with a misleading signal, fooling the receiver to use these
fake signals, which ultimately results in a misleading position solution. The severeness of the
matter was perceived in 2011 when a classified U.S. drone was captured by Iran who afterwards
made unsubstantiated claims to have spoofed its GPS receiver (Psiaki et al., 2014). Thereafter,
Psiaki et al. have simulated various spoofing scenarios and thereby shown its drastic conse-
quences.

This research aims to determine the risks and analyze the associated effects of especially inten-
tional interference sources on civilian GNSS receivers and applications. Also, the goal is to in-
crease satellite navigation robustness against interference by implementing various advanced
receiver signal processing techniques and reliability assessment algorithms for interference de-
tection and mitigation.
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2. Research objectives and accomplishment plan

The DETERJAM project started in the year 2012 with the acquisition of software-defined radios in
the GNSS frequency band, GNSS signal repeaters for the navigation laboratory testing facilities,
and jammer devices with the related authorization from the Finnish Communications Regulatory
Authority (Ficora). Thereafter, a software-defined GNSS platform, the FGI-GSRx, was developed
in the Matlab programming environment to implement and compare various methods for inter-
ference analysis, detection, and mitigation in order to accomplish robust satellite navigation. The
FGI-GSRx constitutes an important, flexible tool to assess and consequently publish the research
progress obtained within the interference detection and mitigation research. In DETERJAM, civil-
ian jammer effects on consumer grade receivers were first investigated. Thereafter, methods for
detection of interference, both jamming and spoofing, were developed. Also, two sophisticated
methods for mitigating the effects of interference were implemented, the first one using an
adaptive multi-GNSS position solution formation and the other integration of GNSS with Inertial
Navigation system (INS) and visual sensors. As well, methods for acquiring signals in weak sig-
nal conditions, namely indoors, in urban canyons and under jamming, were developed. Test
data from live space-based signals were utilized as well as hardware-simulated data from
Spirent and Spectracom signal simulators to verify the feasibility of the developed methods.

3. Materials and methods

Both real-life data and simulated data from a hardware simulator are used in the project.
Though hardware simulators are useful in providing a confined testing scenario with known er-
rors and repeatability, they rarely fully realistically depict real-life interference sources and ef-
fects. Thus, real-life data provide an important means for method validation in reality. The re-
search platform for this project is an open source based GNSS software receiver, the FGI-GSRXx,
which will be described in detail below. Generic GNSS radio front-ends can be used in conjunc-
tion with the software GNSS receiver. The FGI-GSRx can process raw IF (intermediate frequen-
cy) data samples in post-mission. The FGI-GSRx is a Matlab-based software receiver in which
various receiver design algorithms can be implemented and their performances evaluated with
the real-life GNSS data from any suitable radio front-end. Two different radio front-ends (SiGe
GN3S sampler V3 and the Stereo V2) from Sparkfun Electronics and Nottingham Scientific Lim-
ited (NSL), respectively, have been used to capture real or hardware-simulated GNSS signals
throughout the project. The flexible software defined architecture also enables the implementa-
tion of inertial-augmented signal acquisition and tracking in GNSS-denied environment (for ex-
ample, interference or spoofing scenario). The XSENS MTi-G-700 Inertial Navigation System
(INS) was used for providing the measurements for inertial augmenting in the project. It is a
consumer grade INS composed of micro-electro-mechanical (MEMS) sensors, making the system
small, light and reasonable prized. Its accelerometer and gyroscope measurements were inte-
grated by deeply-coupling procedure with GNSS measurements to aid the GNSS signal pro-
cessing algorithms and thereby mitigate the effect of interference.

The navigation laboratory at the Finnish Geodetic Institute is also equipped with a single- and a
dual-frequency jammer transmitting chirp signals. The usage permission of these jammers with-
in the laboratory of the Finnish Geodetic Institute was obtained from the Finnish Communica-
tions Regulatory Authority (Ficora).

4. Results and discussion
The project assesses aspects of especially intentional interference, jamming and spoofing, on

civilian GNSS positioning. Both interference consequences and methods for detection and mitiga-
tion are addressed and the main results presented below.
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4.1 Impact of jamming on commercial mass-market receivers

In-car, civilian jammers have a threatening effect on the performance of consumer grade GPS
receivers. All the consumer-grade receivers suffer from performance degradation in the vicinity
of a jammer which was shown in tests conducted during the first year of the project and pre-
sented in Kuusniemi et al (2012).

4.2 Jamming Detection

In order to guarantee the reliability of the received GNSS signal, the receiver should be able to
detect interference so that some other means could be taken into action as a countermeasure in
order to ensure robust and accurate navigation. The impact of interference on a number of dif-
ferent receiver observables was investigated in Bhuiyan et al (2013). The investigated observa-
bles include the Automatic Gain Control (AGC) measurements, the digitized IF (Intermediate
Frequency) signal levels, the Delay Locked Loop and the Phase Locked Loop discriminator vari-
ances, and the Carrier-to-noise density ratio (C/Ny) measurements. The investigations showed
that the substantial drop of the (C/Ny) measurements in a jamming situation appears to be an
effective indicator for the presence of a jamming device. However, the same phenomenon is
observed when the GNSS receiver is transferred from outdoors to indoors, and therefore the
C/No measurements were not alone sufficient for interference detection. A new Running Digital
Sum (RDS) -based interference detection method was proposed in this project (Bhuiyan et al.
2014) to overcome the above mentioned shortcoming. Figure 1 demonstrates the fact that the
proposed Running Digital Sum —based Interference Detection (RDS-ID) method can uniquely
identify an intentional interference occurrence as it is unaffected due to weak GNSS signal condi-
tion indoors.
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Figure 1 RDS of the digitized IF samples can uniquely identify a malicious interference occurrence

4.3 Spoofing Detection

Spoofing is completely a different phenomenon than jamming. The goal of spoofing is to provide
the receiver with a misleading signal, fooling the receiver to use fake signals for positioning cal-
culations, which ultimately result in a misleading position, velocity and time solution. While the
GPS P(Y)-code (precise) is heavily encrypted and thus, is hard to spoof, the civilian GNSS signal,
for example, the GPS L1 C/A signal, is easy to spoof because the signal structure, the spread
spectrum codes, and the modulation types are open to the public. A number of potential spoof-
ing detection indicators are investigated in Kuusniemi et al (2013a), the results illustrating that
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the tracking signal quality indicators are capable of revealing the spoofer attack. However, the
simple navigation domain consistency checking does not efficiently reveal the spoofing incident
as may be deduced from Figure 2 representing position error obtained using a static GNSS re-
ceiver and a simulated spoofer. Spoofing signal deludes the receiver to observe motion as the
position slowly changes despite the receiver in reality is static.
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Figure 2 Spoofing is not detected from the position solution, the receiver observes motion when in reality it is static

4.4 Multi-GNSS receiver development

A software defined GNSS receiver platform, the FGI-GSRx, has been under continuous develop-
ment for the analysis and validation of novel algorithms for an optimized GNSS navigation per-
formance. The FGI-GSRx bases on an open-source software radio platform (Borre et al, 2007)
developed for processing GPS signals. In the beginning of the DETERJAM project FGI-GSRx was
first modified to be Galileo-compatible. On the second year of the project, 2013, the FGI-GSRx
was modified to be also BeiDou compatible and then on successfully achieving a multi-GNSS
position fix using the European Galileo, the Chinese BeiDou and the US GPS navigation systems
(Kuusniemi et al (2013b)). Finnish Geodetic Institute was recognized by the European Space
Agency (ESA) in 2014 for being within the first 50 entities in the world to claim Galileo position
fix with its own software-defined receiver FGI-GSRx. During the third project year FGI-GSRx was
developed to form a multi-GNSS solution incorporating signals also from the Russian GLONASS
system and the Indian IRNSS. In addition, the receiver was elaborated to have a dual-frequency
capability, namely being able to process both BeiDou B1 and B2 signals. The dual-frequency ca-
pability may further be easily expanded for other signals also, e.g. Galileo E5 and E6.

Figures 3 shows the results of a multi-GNSS position solution. At present, the 50% Circular
Probable Error (CEP) for the GPS-only position fix is 2.94, BeiDou-only 3.14, Galileo 4.5 and
multi-GNSS 1.43 meters (Soderholm et al., 2014).
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Figure 3 Position errors obtained using a GPS-only and a multi-GNSS position solution

4.5 Interference mitigation

Interference mitigation research in DETERJAM has concentrated on two approaches feasible for
the task; utilizing two or more GNSS interoperable for forming a multi-GNSS position solution
and deeply-coupled integration of GNSS and inertial sensors, lately also complemented with vis-
ual sensors to mitigate the inertial sensor errors as discussed below.

4.5.1 Multi-GNSS

The impact of a cheap commercial GPS jamming device on the BeiDou signal was assessed to
evaluate the benefits of using modern GNSS systems (Ruotsalainen et al. 2014a). The effects
were monitored by examining the C/Ny values and the obtained position solution. The results
were compared to the corresponding results obtained using GPS. The impact of the jammer was
significant on GPS, as was known from previous research, but surprisingly it deteriorated the
BeiDou performance slightly too. However, the impact was not as drastic as on GPS, the in-
crease of the position errors was in the range of meters, as for GPS there was an increase of
hundreds of meters, as is shown in Figure 4.
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Figure 4 Position errors obtained using GPS (on left) and BeiDou (on right) under jamming
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A multi-GNSS solution using both GPS and BeiDou interoperable was computed. The position
accuracy was worse with respect to GPS only, but much better compared to BeiDou only solu-
tion, when no jamming was encountered. However, when the jamming device was turned on,
the accuracy was improved with respect to GPS solution, both on the horizontal and vertical
components as may be seen from Figure 5. BeiDou only position solution was still better than
the multi-GNSS solution on both position components when jamming device was used.

The degraded performance of the multi-GNSS solution compared to GPS only, when no jamming
was present, was a result from the use of all satellites available, and therefore the signals with
poor quality deteriorated the solution. Thereafter, the receiver autonomous integrity monitoring
(RAIM) algorithms were implemented into the software defined receiver, FGI-GSRx. Using RAIM
the best combination of satellites, regarding the quality of signals and geometry could be select-
ed for use and therefore a much better position accuracy obtained. Initial results obtained using
RAIM algorithms in a GPS/GLONASS jamming scenario show that in addition to the improvement
of the position solution, the availability of the solution also increases from 75% of the test dura-
tion up to 91% in this certain scenario.
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Figure 5 Position errors obtained using a multi-GNSS solution under jamming

4.5.2 Deeply-coupled GNSS/INS integration

Deeply-coupled, also referred to as ultra-tight, integration of GNSS and Inertial Navigation Sys-
tem (INS) uses information obtained from the inertial sensors, namely angular rotation from
gyroscopes and acceleration from accelerometers, to aid the GNSS signal processing algorithms.
The measurements obtained using INS are not affected by jamming and therefore the integra-
tion results in a system with enhanced robustness to interference.

A deeply-coupled Kalman filter integrating GNSS and INS was developed in the DETERJAM pro-
ject (Ruotsalainen et al. 2013, Kirkko-Jaakkola et al. 2014). Its performance was assessed using
real GPS signals and a consumer grade MEMS IMU XSens MTi-G-700. After 46 seconds from the
start of the experiment the signals were interfered using the low-cost single frequency jamming
device discussed above. The results are shown in Figure 6. On left, the C/Ny values for GPS-only
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tracking are shown. The C/Ng values decrease immediately to under 20 dB-Hz when the jamming
is started jeopardizing the navigation solution computation. The figure on right shows the C/Ng
values for the same GNSS data when the tracking is performed using the deeply-coupled Kalman
filter integrating GNSS and INS. Although the values start decreasing when the jamming device
is turned on, the decrease is slower compared to the situation when the GPS-only tracking is
used and the C/Ny values stay above 30 dB-Hz for almost twenty seconds. The method was
found to be an efficient method for jamming mitigation based on the behaviour of the C/N, val-
ues in the presence of jamming signals.
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Figure 6. C/NO values in a jamming scenario using only GPS measurements (on left) and using deeply-coupled GNSS/INS
integration (on right)

4.5.3 Deeply-coupled GNSS/INS/Visual sensor integration

However, despite the encouraging results seen above, the performance of INS suffers from
measurement biases that accumulate to large position errors with time. Typically deep-coupling
corrects the above mentioned INS errors using the GNSS signals, but if the jamming continues
for a longer time forestalling the use of proper GNSS signals, degradation of the position solution
will incur after some period. Visual sensors, i.e. cameras, are feasible instruments for constrict-
ing the growth of the INS errors and are resistant to GNSS jamming. In favorable environments
and special camera configuration, camera attitude and translation between consecutive images
may be detected. Virtual features, called vanishing points, arising from parallel straight line in
the scene, may be detected from images. The motion of vanishing points in consecutive images
provides means for observing the attitude change, the developed method is called a visual gyro-
scope, Figure 7 shows an image used in the method. With a particular configuration of the cam-
era and the positioning platform the translation of the system between the consecutive images
may also be resolved (Ruotsalainen 2013); the concept is called a visual odometer. These
measurements may further be used for mitigating the errors in INS observations, which may be
seen from the observed velocity error of the receiver, shown in Figure 8. Integration of the visu-
al measurements decreases the maximum velocity error observed using the deeply-coupled in-
tegration from 8 m/s to 2 m/s. Deeply-coupled integration of the visual measurements, INS and
GNSS will further improve the robustness of the positioning accuracy in situations where the
jamming is not only momentary (Ruotsalainen et al. 2014b). By providing valuable information
about the receiver dynamics, the method would be feasible for spoofing mitigation also.
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Figure 7. Formation of the visual gyroscope

VE|OCity (E-frame) wvelocity (E—-frarme)

/I‘

i r

Velocity [m/s]
]

] A
-2 —

o 2 4 6 8 10 12 -2 = s
Time [ms] x 10° Time Daed

Figure 8. Velocity error of the receiver in GNSS/INS (on left) and GNSS/INS/visual sensor (on right) deeply-coupled
integration

4.6. Jammer localization

A literature survey on jammer localization research was done during the project. Traditionally
the jammer localization methods are based on utilizing multiple receivers at monitoring stations
and resolve the location of the jammer by using triangulation based on AGC voltage (Lindstrom
et al. 2007), or receivers in ad-hoc networks and signal angle-of-arrival (AOA) or time-
difference-of-arrival (TDOA) measurements (Fontanella et al. 2013), both claiming the accuracy
of the observed jammer location to be few tens of meters, probably being enough to find the
jamming source. Recently also more advanced antenna configurations are being used allowing
the jammer localization using only one receiver (Navtechgps).

5. Conclusions

In-car, civilian jammers have a threatening effect on the performance of consumer grade GNSS
receivers, as demonstrated in DETERJAM. The higher the jamming power, the more degradation
it causes. The developed RDS-ID method can successfully be utilized for jamming detection. Also
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spoofers have devastating effects on the GNSS receiver performance if not properly detected
and mitigated. Spoofer detectors capable for identifying a spoofing situation were proposed and
implemented in the project. Integration of GNSS and inertial sensors has proven to be an effi-
cient method for jamming mitigation and therefore a deeply-coupled GNSS/INS integration
method, augmented with visual sensors to restrict the errors in INS measurements, was pro-
posed and implemented in the project. Modern satellite navigation systems have novel features
making them less vulnerable for interference, especially when using signals merged from several
systems. Therefore the research in DETERJAM focused on developing the FGI-GSRx software
GNSS receiver to offer a multi-GNSS position fix with GPS, Galileo, GLONASS and BeiDou con-
stellations. A consistent Receiver Autonomous Integrity Monitoring (RAIM) technique based on
the receiver tracking observables was implemented for interference detection and for isolating
defective GNSS measurements. The DETERJAM project was in operation during the years 2012-
2014.
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